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[Intro]: Welcome to ShareCast, the podcast all about data sharing. Who shares data with
whom? Why? How? How not? And what new approaches are there?

[Soundbite Egbert Schark]: If you share and send information in analogue form, such
as a postcard, that is the cheapest option, but also the least secure. If you use a letter and
are protected by the secrecy of correspondence, it is already more secure. If you use
registered mail, it is even more secure. And you can draw a similar comparison with the
data trustee, and in particular the transaction-based data trustee.

[Speaker 1]: Over the course of ten episodes now, we have used various sectors and data
domains in this podcast to show who shares data with whom and in what way, or who
shies away from doing so. We have explored the diverse potential of data sharing:
optimising production processes and products, saving costs, enabling entirely new data-
driven business models, as well as the dangers and risks: For instance, there should be
no such thing as completely thoughtless data sharing. In episode one, we addressed the
paradox that it is precisely the uncanny ease with which data can be shared that makes
data sharing a risky undertaking — the famous saying of the digital age, “the internet
never forgets”, points to this: Once data has been released, it cannot be taken back. Data
loss, data theft, data outflows and data leaks threaten both individuals and businesses.
So, is there no such thing as secure data sharing?

Listeners to this podcast will have heard the term “data trustee” mentioned repeatedly:
they are a possible answer to the question of how secure data sharing can work. This
episode of ShareCast will now focus on a particularly sophisticated form of securing data
sharing: the transaction-based approach, which one of our guests, Egbert Schark,
compares to “registered mail”.

My name is Eneia Dragomir, | am a science editor at the Centre Responsible Digitality.
Together with Petra Gehring, | am your host for this episode.

[Speaker 2]: And a welcome from me too; I'm Petra Gehring. I'm a professor of
philosophy at TU Darmstadt and scientific director of ZEVEDI.

[Speaker 1]: In our private lives, we sometimes share data without a second thought and
often without even realising it. Companies, on the other hand, are cautious about
handing over their data, and for good reason. The key term is “trade secret”: data-driven
optimisation potential can only be realised within the company, as it must not disrupt

Centre Responsible Digitality Pageloutof 8


https://zevedi.de/en/sharecast-episode-11-transaction-based-data-trustee/

ShareCast Episode 11

the business model. If there is a risk that competitors might gain access to critical data,
companies are reluctant to share their data. Egbert Schark, founding partner of the
consultancy firm d-fine and involved in developing the transaction-based data trustee
approach, explains the background:

[Soundbite Egbert Schark]: We often lack an understanding of the sensitivity of data or
the value of the data itself. And that is why we accept, or are forced to give, consent to
data sharing, because otherwise we simply cannot use an application. And that is just
different in the B2B sector. There, there is a proper assessment of the value of the data
and, let's say, there are enough lawyers who also look into it and ensure that only the
right thing is done.

But there is another point: there are, of course, antitrust regulations or the GDPR, for
example, which must be complied with. And these often require the involvement of a
data trustee for data analysis, because it is not possible otherwise. So even if the
company might be a bit more lax with its own data, there are legal regulations —and in
my view: thank goodness — that mean you have to overcome these hurdles and
consciously consider: What data am | actually allowed to share or combine, and in what
form?

[Speaker 1]: The possibility of sharing data without hesitation is therefore also restricted
in the B2B sector by the General Data Protection Regulation, antitrust law and other
legal requirements. But even far beyond such requirements, companies must ensure
that trade secrets do not leak out when data is shared. In the handbook Datentreuhand
und Recht (Data Trusteeship and Law), Christian Person described this concern
regarding the economic value of data and the typical difficulties associated with it:

[Quote from Christian Person]: From the moment the contract is concluded, and data
access is provided, the information asymmetries shift to the detriment of the data
provider. As soon as data leaves one’s own sphere of control, it is only possible to monitor
to a limited extent whether the data is being used in accordance with the contract. It is
also virtually impossible to control unauthorised dissemination to third parties without
the permission of the original data provider and payment of a fee, possibly in conjunction
with an improper use of the data that runs counter to the data provider's interests. (p.
40)

[Speaker 1]: Once raw data is released, it leaves the control of the data-providing
company. From that point on, it becomes virtually impossible to restrict or monitor its
subsequent use. Even if contractual provisions exist and a breach of these can be proven,
the damage to the data-providing company is almost impossible to remedy - and
qguantifying the extent of the damage may prove difficult.

[Speaker 2]: The ease with which digital data can be copied, the myriad ways in which it
can be extracted, and the concern that unforeseen conclusions might be drawn from
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everything a company releases - it is hardly surprising that data sharing, particularly in
the B2B sector, is stalling.

To mitigate the risks, a paradox would need to be resolved: is it possible to share data
without actually handing it over? There is one approach to solving this problem. And the
approach sounds a little contradictory: a data trustee without data.

[Speaker 2]: A problematic term in the discourse of the data-driven economy is the
expression “data silo™ just like in a granary, data is collected there to prevent it from
coming into contact with the outside world — the data can be hoarded and kept safe, as
Egbert Schark puts it:

[Soundbite Egbert Schark]: It is often said that data silos must be dismantled, and in
my view, data silos actually represent a very valuable asset. One could even go so far as
to say that the more silos, the safer — provided one succeeds in bringing the right data
together in the right form at the right time. And that was the basic idea behind a
transaction-based approach as opposed to a collection-based approach.

[Speaker 1]: Data is collected in data silos. And there it is secure. However, this prevents
sharing or linked use. What, in contrast, is the transaction-based approach? Prof. Steffen
Augsberg, a legal scholar at the University of Giessen and an expert in data protection
law, who also contributed to the design of the transaction-based data trustee model,
says:

[Soundbite Steffen Augsberg]: What we are proposing here is indeed slightly different,
because the data trustee aspect is only a selective one. There is no permanent
accumulation of data involved; instead, the data is brought together in an event-driven,
transaction-based manner in an environment that is appropriately isolated and
encapsulated from the outside world.

[Speaker 1]: So, the silo can remain a silo because the analysis — carried out in a targeted
manner with the trustee - is still successful? There are also data trustee models that
function as “silos”. Large research data centres, for instance, medical data collections in
clinics, which we discussed in episode 2 of ShareCast, or the trustee approach for forestry,
which we presented in episode 5. These are all data trustee models involving the trustee-
based “storage” of data.

But what are the arguments against a permanent accumulation of data on the part of a
data intermediary service?

[Soundbite Steffen Augsberg]: Primarily, that the data trustee, as such, simply attains a
dominant market position by accumulating more and more data and then permanently
consolidating control over this data. That is precisely what does not happen here. The
data is used once and then immediately deleted. After that, the hard drive is, so to speak,
free again.
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[Speaker 2]: With a transaction-based trustee, therefore, there is no permanent
accumulation of data, but merely an event-driven, i.e. short-term or one-off, analysis.
And: the data remains under the control of the data provider. Let's assume it is a
company; in that case, the data does not leave the company’'s data centre.

A transaction-based data trustee also operates “blindly” itself: it does not see the data.
Technically, this is not easy to achieve. The data trustee goes to great lengths to keep
data sharing —and itself—under strict control, according to Augsberg in a technical paper
he co-authored:

[Quote from Buchheim/Augsberg/Gehring]: The data trustee goes to great lengths to
do “nothing”, that is, to be and remain neutral — and this despite the potential of digital
data.

[Speaker 2]: In our interview, Mr Augsberg explains:

[Soundbite Steffen Augsberg]: This is a complex process which ultimately results in
there being nothing left, apart from the answer. And no one can then trace the entire
procedure beforehand. Nor does anyone gain this market power or this potential
oligopoly structure where one could say, “Here, | have simply accumulated a
corresponding amount of data through my long-standing or intensive work as a data
trustee.”

[Speaker 1]: The transaction-based data trustee is therefore intended to be a counter-
model to the data-hoarding platforms of the major US and Chinese tech conglomerates.
And no market power is to be accumulated through the data.

The concept of the transaction is at the heart of the transaction-based data trustee
approach, explains Alexander Alldridge, Managing Director of EuroDaT GmbH, Europe’s
first transaction-based data trustee based in Wiesbaden, in the aforementioned
handbook Datentreuhand und Recht:

[Quote from Alexander Alldridge]: We refer to these time-bound units, in which data
processing is carried out with fixed participants and role assignments, as
(data)transactions. They are the counter-concept to a data collection that is indefinite in
terms of purpose and open-ended in duration, which effectively grants the executing
institution extensive sovereignty over secondary use. (p. 328)

[Speaker 1]: A trustee such as the Gaia-X-based EuroDat GmbH (the company is,
incidentally, publicly owned, namely by the State of Hesse) is therefore solely responsible
for carrying out the transaction as such. This introduces, so to speak, an entirely new role
into data sharing for the purpose of data use: a kind of broker. It is more than just a cable
provider, as it takes on the design and execution of the analysis. But it is nevertheless
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less than a data processor that specifically stores the data or even merely “receives” it. It
does not, in fact, gain any control over the data. Egbert Schark explains:

[Soundbite Egbert Schark]: We simply considered at the outset: how many roles are
definitely needed? And then we realised there must be a data provider, someone who
actually owns the data. We need result users who are interested in the results. We need
the data trustee. And then we defined a further role, the so-called data service provider,
who, for example, says, “I'll design the algorithm”, but of course all of this must be
regulated by contract. So these four parties represented the ideal compromise for us:
not too fragmented — one could perhaps consider further intermediaries — but definitely
split up in such a way that at no point does any of the parties involved hold a
concentration of power — please don't take the term too literally — so that the data
transaction can really take place securely and the contractually compliant use of the
data is ensured.

[Speaker 1]: Ideally, the transaction-based data trustee merely facilitates and monitors
the data exchange; they are therefore not the party carrying out the data processing.
This not only prevents them from extracting anything from the data for their own
purposes but also serves to secure the process: the risk of data theft or — potentially
unforeseeable — data leakage, which is so significant for companies, is drastically
minimised. At the same time, it prevents the accumulation of roles, which in the world
of traditional platforms can lead to the formation of market monopolies.

[Speaker 2]: Crucially, no one other than the data provider has access to the raw data,
not even the data trustee. The data is therefore processed in an “encapsulated” manner.
And the transaction-based trustee places this capsule — a kind of container within which
the data is stored in encrypted form - into the data provider's data processing
environment.

The data therefore does not leave the data provider's sphere of control, as it is encrypted
— and this is where cryptography comes in — in such a way that it remains unreadable
even if unauthorised parties were to gain access to these containers:

[Soundbite Egbert Schark]: To stick with the analogy: you can make sure you secure
your building, perhaps by having your own cloud, or you can ensure that whatever might
be found there becomes worthless by simply turning it into noise. This means that even
if someone were to gain access to this specifically configured cloud environment, they
would be unable to make use of the data.

[Speaker 2]: Alexander Alldridge describes the transaction-based data trustee as a “blind
conductor”: they mediate and coordinate data processing without gaining any insight
into the data themselves. But the data service provider, too, is only supposed to develop
the algorithm, meaning they also gain no insight. The data is to be analysed
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automatically within the containers. Egbert Schark, in turn, describes this process by
drawing on the concept of the secrecy of correspondence:

[Soundbite Egbert Schark]: Let's assume a data trustee does not open the sealed
envelopes themselves; they collect them and are permitted to read the address on the
envelope. For example, the envelope states who the item is from and which
compartment it must be placed in. An algorithm is then placed in the drawer from
another compartment, the drawer is closed, and then the mystery unfolds: the algorithm
is permitted to open the envelopes, gains access to the data, executes the transaction,
and outputs the result in another sealed envelope. And there you can already see the
limitations of this illustration, but that is what happens technically: the data trustee -
that is, both the organisation and all its employees — do not have the keys to the data. So
even if you were to open an envelope maliciously or by mistake, what's written there
would be gibberish, because you don't have the decryption to read the data. Only the
algorithm has them. And this algorithm is certified and approved beforehand, meaning
all contracting parties agree: “Yes, | authorise this algorithm to be applied to my data.” In
other words: through this multi-layer encryption and opaque processing — or through
the “blindness” of the data trustee — we have ensured that the valuable raw data cannot
be used for other purposes by mistake, nor can information leak out.

[Speaker 2]: It is not the encryption technology that is the key here, but the clear and
strict division of roles — transaction-based data trusteeship is therefore characterised not
primarily by its technical approach, but by the consistent definition of the role of the
“blind” intermediary:

[Soundbite Egbert Schark]: It is certainly a technical innovation, but the key aspect of
this data trustee is actually the combination of legal, technical and procedural
innovation. It would not be an innovation if it were merely technical, nor if it were merely
procedural, but it is the interplay of these three components that actually creates this
overall innovation.

[Speaker 2]: Will transaction-based trustees be used in future in all areas where sensitive
data sets are to be processed? Egbert Schark believes that this complex and certainly
costly approach makes sense when analyses derived from data are to be shared, but the
raw data itself is not. In contexts where raw data from various data providers is to be
analysed, however, it makes sense for this data to circulate:

[Soundbite Egbert Schark]: Medical professionals need to look at the raw data, and they
need to do so in one place. There is no added value if a transaction-based data trustee is
involved in the process. Ultimately, the data must be available in this form. But let's
assume you only want to use this same data so that health insurance funds can gain an
overview of disease trends; in that case, they don't want to disclose the raw data on
patients at all — abstract information is sufficient. And in my view, it would be
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disproportionate for health insurance funds to have direct access to the data; a
transaction-based approach is the safer option.

[Speaker 2]: The transaction-based data trustee is therefore intended to enable joint
data analysis without data providers having to grant other parties access to their data —
one such case is the fight against money laundering, for which EuroDaT is used, for
example. For the safeAML project — AML stands for Anti-Money-Laundering — several
banks have joined forces to work with other partners from the business sector and public
administration to improve the anti-money laundering processes and procedures in
place within their organisations, thereby identifying suspicious financial transactions
more quickly.

[Speaker 1]: Data protection expert Steffen Augsberg also sees transaction-based data
trusteeship as a means of addressing technically induced data protection issues through
technical means. He points out, for example, that freedom of information requests — that
is, requests for information submitted to public bodies for the evaluation of public data
sets — are frequently rejected on the grounds of data protection. The reasoning given is
that the personal data of third parties is affected. However, this practice conflicts with
the ideal that the state should be as transparent as possible towards its citizens. And is
it even the data itself that the legislator must protect? Is it not the processing that must
not establish a personal reference? The approach of transaction-based data trusteeship
allows precisely this shift in focus: now “processing of personal data” can take place that
is nevertheless not “personal data processing”:

[Soundbite Steffen Augsberg]: To clarify the legal understanding, my colleague
Johannes Buchheim and | have attempted to elaborate on the data protection issues in
greater detail, and we believe that the fundamental idea of data protection - that
personal data must be specially protected - is actually captured very well by such a
model, because, much like redacting data retrospectively, the personal reference is
removed. However, we do not do this by first generating this data and then altering it
retrospectively — which, of course, would still involve contact with the personal data — but
rather by narrowing the scope from the outset, so to speak; that is, directly during data
processing, when this data is merged, the personal reference is removed or not included
in the first place.

[Speaker 1]: This amounts to a minor revolution in data protection law — or rather: in the
prevailing interpretative practices within it. The transaction-based trustee would thus
also have a free hand under data protection law, provided that the data processing does
not establish a personal reference, even if the data remaining with the data provider
contains such a reference. Augsberg and Buchheim illustrate this narrowing of focus or
partial blindness of the transaction-based data trustee by observing people dancing
using a thermal imaging camera: the dancers’ movements can be perceived, whereas
identifying features such as facial features, hair colour or even prints on their clothing
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cannot. Thus, conclusions can be drawn about the genre of music, but not about the
identity of the individuals.

[Speaker 2]: That was the eleventh episode of ShareCast. In the next episode, we'll look
at the hopes and concerns politicians have regarding data sharing.

You can find more information on the topic and further links relating to this episode in
the show notes. A transcript is also available on our websites https://datnet.eu/ and
https://zevedi.de/podcasts/.

Please send any questions or comments by email to https://datnet.eu/

My name is Petra Gehring...

[Speaker 1]: And I'm Eneia Dragomir. Thank you for listening and see you in the next
episode.

[Outro]: ShareCast — The podcast all about data sharing.

@@@@ This work is licensed under CC BY-NC-ND 4.0. To view a copy of this license, visit
https://creativecommons.org/licenses/by-nc-nd/4.0/
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